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MERDOOR Malware Jlelet x

Hashes

13df2d19f6d2719beeff3b882df1d3c9131a292cf097b27a0ffca5f45e139581
8f64c25ba85f8b77cfba3701bebde119f610afef6d9a5965a3ed51ad4adb9dead
8e98eed2ec14621feda75e07379650c05ce509113ea8d949b7367ce00fc7cd38
89e503c2db245a3db713661d491807aab3d7621c6aff00766bc6add892411ddc
c840e3cae2d280ff0b36eec2bf86ad35051906e484904136f0e478aa423d7744
5f16633dbf4e6ccfOb1d844b8ddfd56258dd6a2d1e4fb4641e2aa508d12a5075
ff4c2a91a97859de316b434c8d0cd5a31ach82be8c62b2df6e78c47f85e57740
14edb3de511a6dc896181d3albc87d1b5c443e6aea9eeae70dbca042a426fcf3
db5deded638829654fc1595327400ed2379c4a43e171870cfcOb5f015fad3a03
€244d1ef975fcebb529f0590acf4e7a0a91e7958722a9f2f5c¢5c05a23ddald2c¢9587d1f35329925e011465¢c48c94aa4657c056¢c7
f0003e08c34f4f419¢3304a2f87f10c514c2ade2c90a830b12fdf31d81b0af57
139c39e0dc8f8f4eb9b25b20669b4f30ffcbe2197e3a9f69d0043107d06a2ch4
11bb47cb7e51f5b7c42ce26cbff25c2728fa1163420f308a8b2045103978caf5
Oabcld12ef612490e37eedb1dd1833450b383349f13ddd3380b45f7aaabc8a75
eb3b4e82ddfdb118d700a853587c¢9589c93879f62f576e104a62bdaa5a338d7b
lab4f52ff4e4f3aa992a77d0d36d52e796999d6fc1a109b9ae092a5d7492b7dd
fae713e25b667f1c42ebbea239f7blel3ba5dc99b225251a82e65608b3710be7
1f09d177c99d429ae440393ac9835183d6fd1f1af596089cc01b68021e2e29a7
180970fce4a226de05df6d22339dd4ae03dfd5e451dcf2d464b663e86c824b8e
a6020794bd6749e0765966cd65ca6d5511581f47cc2b38e41cble7fddaalb221
592e237925243cf65d30a0c95¢91733db593da64c96281b70917a038da9156ae
929b771eabef5aa9%e3fba8b6249a8796146a3a4febfd4e992d99327e533f9798
009d8d1594e9c8bc40a95590287f373776a62dad213963662da8c859a10ef3b4
ef08f376128b7afcd7912f67e2a90513626e2081fe9f93146983eb913¢c50c3a8

DISCLAIMER
The information in this report is being provided “as is” for informational purposes only. The NYPD does not endorse any commercial product or service,
including any subjects of analysis. Any reference to specific commercial products, processes, or services by service mark, trademark, manufacturer,
or otherwise, does not constitute or imply endorsement, recommendation, or favoring by the NYPD, and this guidance shall not be used for
advertising or product endorsement purposes.
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ee486e93f091a7ef98ee7e19562838565f3358caeff8f7d99c29a7e8c0286b28
32d837a4a32618cc9fc1386f0f74ecf526b16b6d9abbc5f90fb5158012fe2f8¢
d5df686bb202279ab56295252650b2¢7c24f350d1a87a8a699f6034a8c0dd849
alfob76ddfdafc47d4a63a04313¢c577c0c2ffc6202083422b52a00803fd8193d
3ce38a2fc896b75¢c2f605¢135297c4e0cddc9d93fc5b53fe0b92360781b5b94e¢91465ccd4cdcff71712381af788c16d
e€94a5bd23dalc6b4b8aec43314d4e5346178abe0584a43fada204f4a3f7464b9
5655a2981fa4821fe09c997c84839c16d582d65243¢c782f45e14c96a977¢c59%4e
19ec3f16a42ae58ab6feddc66d7eeecf91d7c61a0ac9cdc231dad79088486169
41d174514ed71267aaff578340ff83ef00dbb07cb644d2b1302a18aalca5d2d0
67ebc03e4fbf1854a403eala3c6d9b19fd9dc2ae24c7048aafbbff76f1beab75
f92cac1121271c2e55b34d4e493cb64cdb0d4626ee30dc77016eb7021bf63414
859e76b6cda203e84a7b234c5chal69a7a02bf028a5b75e2ca8f1a35c4884065
fcdec9d9b195b8ed827fb46f1530502816fe6a04b1f5e740fda2b126df2d9fd5
9584df964369c1141f9fc234c64253d8baeb9d7e3739b157db5f3607292787f2
711a347708e6d94da0ledee3b6cdb9bcc96ebd8d95f35a14elb67def2271b2e9
f040a173b954cdeadede3203a2021093b0458ed23727f849fc4c2676c67e25db
90edb2c7c3ba86fecc90e80ac339a42bd89fbaa3f07d96d68835725b2e9de3ba
b0d25b06e59b4cca93e40992fa0c0f36576364fcflaca99160fd2alfaa5677a2
4c55f48b37f3e4b83b6757109b6ee0a661876b41428345239007882993127397
3e1c8d982b1257471ab1660b40112adf54f762c570091496b8623b0082840e9f
9830f6abec64b276c9f327cf7c6817ad474b66eabledadch8f914b324dad6627
79ae300ac4flbc7636feddce2faa7e5556493f7013fc5c0a3863f28df86a2060

* Please see the below-listed sources for context and a complete list of Indicators.

Source(s):
[1] https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lancefly-merdoor-zxshell-custom-backdoor
[2] https://www.broadcom.com/support/security-center/protection-bulletin#blte3cfOcObf25dec26_en-us
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